
S. 2105 undermines privacy and cybersecurity by expanding without justification the 

authority for companies to monitor their clients' and customers' Internet usage for broadly-
defined "cybersecurity threats," by authorizing ill-defined "countermeasures" against such 
"cybersecurity threats," and by immunizing companies against liability for monitoring activities 
that violate their own contractual obligations. 
 
�‡�������������������6���������������F�U�H�D�W�H�V���D�Q���H�[�H�P�S�W�L�R�Q���I�U�R�P���D�O�O���H�[�L�V�W�L�Q�J���S�U�L�Y�D�F�\���O�D�Z�V���W�R���D�O�O�R�Z���F�R�P�S�D�Q�L�H�V���W�R���V�K�D�U�H��
communications and records with the government, even if those personal records are not 
necessary to describe a cybersecurity threat. 
 
�‡��������     S. 2105 directs the Department of Homeland Security to designate the government 
�D�J�H�Q�F�L�H�V���W�K�D�W���Z�L�O�O���V�H�U�Y�H���D�V���³�H�[�F�K�D�Q�J�H�V�´���W�R���U�H�F�H�L�Y�H���W�K�H���L�Q�I�R�U�P�D�W�L�R�Q���I�U�R�P���W�K�H���S�U�L�Y�D�W�H���V�H�F�W�R�U�����\�H�W��
the bill would still allow the NSA and other defense agencies to be designated as exchanges, 
thereby permitting companies to share private information directly with the military.  
 
�‡�������������������6���������������D�O�O�R�Z�V���L�Q�I�R�U�P�D�W�L�R�Q���F�R�O�O�H�F�W�H�G���I�R�U���F�\�E�H�U�V�H�F�X�U�L�W�\���S�X�U�S�R�V�H�V���W�R���E�H���X�V�H�G���L�Q���F�U�L�P�L�Q�D�O��
investigations unrelated to cybersecurity if the info�U�P�D�W�L�R�Q���P�H�U�H�O�\���³�D�S�S�H�D�U�V���W�R���U�H�O�D�W�H���W�R���D���F�U�L�P�H��
�Z�K�L�F�K���K�D�V���E�H�H�Q�����L�V���E�H�L�Q�J���R�U���L�V���D�E�R�X�W���W�R���E�H���F�R�P�P�L�W�W�H�G�´�² thus circumventing longstanding Fourth 
Amendment protections that require warrants or other processes designed to protect privacy.  
 
�‡�������������������6���������������O�D�F�N�V��key meaningful oversight provisions such as mandatory Inspector General 
reviews; the only independent oversight required is a single report by the Privacy and Civil 
Liberties Oversight Board, an entity which will only come into existence if the Senate confirms 
the five nominees to the Board. 
 



�‡�������������������6���������������E�D�U�V���W�K�H��government from conditioning its disclosure of cybersecurity threat 
�L�Q�G�L�F�D�W�R�U�V���W�R���D���S�U�L�Y�D�W�H���H�Q�W�L�W�\���R�Q���W�K�H���H�Q�W�L�W�\�¶�V���S�U�R�Y�L�V�L�R�Q���R�I���F�\�E�H�U�V�H�F�X�U�L�W�\���W�K�U�H�D�W���L�Q�I�R�U�P�D�W�L�R�Q���W�R���W�K�H��
government, but does not bar the government from using federal grants or contracts to coerce 
such sharing. 
 
Therefore, we urge you to oppose S. 2105 in its current form and to support amendments to 
address each of these fundamental civil liberties issues. 
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