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u.s. Customs and Border Protection 
FOIA Officer 
799 9th Street, NW 
Mint Annex, lOth Floor 
Washington, DC 20229 
Acting FOIA Officer/Public Liaison: Dale Martin 
Fax: (202) 325-0230 
Email: cbpfoia@dhs.gov 

Transportation Security Administration 
Freedom ofInformation Act Office, TSA-20 
601 S. 12th Street 
11 th Floor, East Tower 
Arlington, VA 20598 
Fax: (571) 227-1406 
Email: foia.tsa@dhs.gov 

u.S. Immigration and Customs Enforcement 
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Fax: (202) 282-9512 
Email: PolicyFOlA@hq.dhs.gov 

U.S. Department of Homeland Security 
Privacy Office 
Director, Disclosure & FOIA Operations: James V.M.L. Holzer, I, CIPP/G 
Public LiaisoniDirector, Disclosure Policy & FOlA Program 
Development: Sabrina Burroughs 
245 Murray Drive SW, Building 41 0 
Stop 655 
Washington, D.C. 20528-0655 
Fax: (202) 343-4011 
Email: foia@hq.dhs.gov 

Re: Freedom of Infonnation Act Request I Unmanned Aerial Vehicles 

To Whom It May Concern: 

UAS, commonly referred to as drones, comprise both unmanned aerial 
vehicles (UAVs), flown either remotely or autonomously, and the 
corresponding control equipment required to operate the UAVs.] UAS are 
often used in combination with cameras, thenna! imaging devices, and audio 
recording devices to capture and store infonnation.2 They can also use 
wireless radios to transmit infonnation back to a base station, where it can be 
stored. Increasingly, UAS have been used on domestic law enforcement 
missions to capture images of United States residents.3 

J This document uses the tenn Unmanned Aerial Systems (VAS). Tllis tenn is meant to 
encompass Unmanned Aerial Vehicles (UAVs), Unmanned Aircraft (UA), Remotely Operated 
Aircraft (ROA), aod Remotely Piloted Vehicles (RPV). 
2 See Aerovironment, Camera Payloads (Apr. 5, 2012), http://www.dragaofly.comlUAS­
helicopter/dragaoflyer-x6a/specifications/X6 _camera -payloads _V 4. pdf. 
J See, e.g., FAA Modernization and Refonn Act of2012, PL 112-95, Feh. 14,2012,126 Stat. 
II [hereinafter "FAA Act"] (requiring the Secretary of the FAA to enter into agreements in 
order to "allow a govennnent public safety agency to operate umnanned aircraft weighing 4.4 
pounds or less, if operated-(i) within the line of sight of the operator; (ii) less thao 400 feet 
above the ground .... "); Brian Bennett, Police employ Predator drolle spy planes Oil home 
frOllt, LOS ANGElES TIMES, Dec. 10,2011, available at 
http://articles.latimes.coml2011/decll 0/nationlla-na-drone-arrest-20 111211; Jason Koebler, 
COllrt Upholds Domestic Drone Use ill Arrest of Americall Citizen (Aug. 2, 2012), US NEWS, 
http://www.usnews.comlnews/articles/20 12/08/02/court-upholds-domestic-drone-use-in-arrest­
of-american-citizen (discussing a court's upholding of the use of a predator drone by North 
Dakota law enforcement in the arrest of ao American citizen); John Dzenitis, "Cop Drone Stirs 
Big Brother Debate," KREX News ChannelS, Feb. 10,2011, online at 
http://www.krextv.comlnews/around-the-regionl Cop-Drone-Stirs-Big-Brother-Debate-
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While UAS have legitimate uses, such as wildfire support, search aod 
rescue operations, aod surveillaoce after a warraot has been obtained, they cao 
pose a serious threat to Americaos' privacy when they are misused. Federal 
agencies are already using drones on law enforcement missions.4 They have 
also provided funds for local agencies to procure UAS,s aod have shared their 
UAVs with local agencies for law enforcement missions. 6 As a result of the 
recently-enacted FAA Modernization aod Reform Act of 2012,7 which will 
lead to a greater integration ofUAS into the National Airspace System, federal 
agencies are likely to acquire aod deploy drones in increasing numbers. As 
UAS begin to hover over more Americao towns aod cities, they raise the 
prospect of pervasive aod prolonged surveillaoce of Americaos' movements, a 
problem exacerbated when law enforcement agencies keep data about people 
not suspected of wrongdoing. 

As federal agencies continue to fly drones for surveillaoce purposes,8 

the ACLU is committed to advocating for a privacy framework that ensures 
drones are being utilized effectively without compromising privacy rights. 
This records request is aimed at determining tlle current use ofUAS by this 
agency, aod determining whether procedural protections are in place to ensure 
that UAS are used in accordaoce with the law. 

IIS796764.html (discussing FAA approval for Mesa County, CO police department's use of 
drones "anywhere in the country"). 
4 See, e.g., Anne L. Richards, CBP's Use of Unmanned Aircraft Systems in the Nation's 
Border Security, Department of Homeland Security, Office of Inspector General, available at 
www.oig.dhs.gov/assets/Mgmt/2012/0IG_12-85_MayI2.pdf(finding that while the U.S. 
Customs and Border Patrol Agency had plans to utilize drones, "CBP had not adequately 
planned resources needed to support its current unmanned aircraft inventory."); Jason 
Samenow, NASA drone spies on tropical stann Nadine, WASHINGTON POST (Sept. 12,2012), 
http://www.washingtonpost.com/hlogs/capital-weather-gang/post/nasa-drone-spies-on­
tropical-storm-nadine/20 12/09/1211840 I d7 4-fceS-11 e 1-8adc-49966I afe377 _ blog.html 
(discussing NASA's use of drones for weather monitoring). 
5 See Brian Bennett, Drones tested as tools for police and firefighters, LOS ANGELES TIMES 
(Aug. S, 2012), http://articles.latimes.comi20 I 2/aug/OSlnationJla-na-drones-testing-20 12080S 
("DHS has awarded hundreds on p o l i c ,  

. " t o r i n g ) S  
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II. Records Requested 

The ACLU seeks disclosure of the following records created from 
January 1,2006 to the present from the Department of Homeland Security and 
all component agencies: 

1. All records regarding your policies, practices and procedures for 
procuring and using UAS;9 for storing, accessing and sharing data 
obtained through UAS surveillance; and for funding the acquisition 
and use ofUAS by other federal, state and local governmental 
agenCIes. 

2. All records regarding the procurement ofUAS by any government 
entities, including: 

a. sources of funds used to pay for UAS technology; 
b. requests for proposal issued for the purpose of procuring UAS; 
c. invoices for the purchase ofUAS technology; and 
d. interactions with vendors, suppliers and potential suppliers of 

UAS technology, including materials and fact sheets supplied 
by vendors describing their products. 

3. All records regarding any UAS accidents or other incidents, including: 
a. logbooks containing any records ofUAS accidents or other 

incidents; and 
b. maintenance records related to repairs following accidents or 

other incidents. 

4. All records regarding the use ofUAS, including: 
a. flight records of all flights taken by any UAS in the United 

States that are owned or operated by this agency; 
b. what types of data are obtained; 
c. the surveillance devices used in conjunction with UAS; and 
d. the technical capabilities of the VA V units, including their data 

capture systems and any other payloads. 

5. All records regarding the storage of data obtained using UAS, 
including: 

a. what types of data are stored for any period longer than an 
hour; 

b. how long data are stored; 
c. when data must be discarded; 

9 This records request uses the tenn Uruuanned Aerial Systems (VAS). This term is meant to 
encompass Vruuanned Aerial Vehicles (VA V), Vruuanned Aircraft (VA), Remotely Operated 
Aircraft (ROA), and Remotely Piloted Vehicles (RPV). 
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d. how many images 
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The ACLU meets the definition of a representative of the news media 
because it is an "entity that gathers infonnation of potential interest to a 
segment of the public, uses its editorial skills to turn the raw materials into a 
distinct work, and distributes that work to an audience." Nat 'I Sec. Archive v. 
Us. Dep'tofDef, 880 
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The ACLU also regularly publishes books,1O "lmow your rights" 
publications,11 fact sheets,12 and educational brochures and pamphlets 
designed to educate the public about civil liberties issues and governmental 
policies that implicate civil rights and liberties. These materials are 
specifically designed to be educational and widely disseminated to the public. 
See Elec. Privacy Info. etr., 241 F. Supp. 2d at 
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U.S.C. § 552(a)(4)(A)(iii) ("Documents shall be furnished without any charge 
... if disclosure of the information is in 




