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or customer of such provider, which subscriber or customgunpublished). In discussing the appropriate standard, the

is engaged in telemarketing ...; or Eastern District of New York explained that a request for cell
site information raises a greater concern than a request for a
(E) seeks information under paragraph (2). tracking device on a vehicle
18 U.S.C. § 2703(c)(1) The subscriber or customer *3 The cell-site-location records at
information may include the person's name, address; issue here currently enable the tracking
telephone call records, including times and durations; of the vast majority of Americans.
lengths and types of services; subscriber number or Thus, the collection of cell-site-
identity; and means and source of paymé&.U.S.C. § location records effectively enables
2703(c)(2) Obtaining a court order, is simply a matter “mass” or “wholesale” electronic
of a law enforcement officer providing the court with surveillance, and raises greater Fourth
“specific and articulable factsshowing that there are Amendment concerns than a single
reasonable grounds to believe that the contents of a wire or electronically surveilled car tripthis
electronic communication, or the records or other information further supports the court's conclusion
sought, arerelevant and material to an ongoing criminal that cell-phone users maintain a
information.” 18 U.S.C. § 2703(dlemphases added). reasonable expectation of privacy in

long-term cell-site-location records
and that the Government's obtaining
these records constitutes a Fourth
Amendment search.

Regarding the “specific and articulable facts” standard, some
courts have rejected arguments that probable cause and the
Fourth Amendment must be applied to requests for historical
cell site dataSeeUnited States v. Grahan846 F.Supp.2d

384, 2012 WL 691531, at *16-18 (D.Md. Mar. 1, 2012) |5 the Application of the United States for an Order
United States v. Benforblio. 2:09CR86, 2010 WL 1266507, aythorizing The Release of Historical Cell-Site Information,
at *2-3 (N.D.Ind. Mar. 26, 2010Qunpublished)ssee also g9 F.supp.2d at 119-28imilarly, the Western District of

In re Applications of United States for Orders Pursuant Torgyas has explained that it “will insist on strict adherence
Title 18, U.S.Code Section 2703(8J9 F.Supp.2d 76, 80— 4 the requirements of Rule 41 on all requests for CSLI,
81 (D.Mass.2007]reversingApplications of United States jncjyding requests for historical data. The warrants will be

for Orders Pursuant To Title 18, U.S.Code Section 2703(dyranted only on a showing of probable cause.for3 (a ) -265.3ig:
to Disclose Subscriber Information and Historical Cell Site

Information, 509 F.Supp.2d 64 (D.Mass.200in) which a
magistrate judge held that probable cause was required for
the disclosure of historical cell site information). Other courts
have determined that probable cause is necessary for such
information.See In theApplication of the United States for
an Order Authorizing The Release of Historical Cell-Site
Information, 809 F.Supp.2d 113, 118-20 (E.D.N.Y.2Q11)

In the Application of the United States for Historical Cell
Site Data,747 F.Supp.2d. 827, 83740 (S.D.Tex.2010je
Application of United States For an Order Authorizing the
Release of Historical Cell-Site Information36 F.Supp.2d
578, 579 (E.D.N.Y.2010)In the Application of the United
States of America For and [sic] Order: (1) Authorizing the
Use of a Pen Register and Trap and Trace Device; (2)
Authorizing Release of Subscriber and Other Information;
and (3) Authorizing the Disclosure of Location—Based
Services/27 F.Supp.2d 571, 583-84 (W.D.Tex.2Q10)e
Application of United States For an Order Pursuant to 18
U.S.C. § 2703(d)Nos. C-12-755M, C-12-756MC—-12—
757M, 2012 WL 3260215, at *2 (S.D.Tex. July 30, 2012)
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warrant issued on probable causi’the Applications of F:onst. amend IVIt further provides that “no Warran'_[s shall
issue, but upon probable causkl’;, see alsd~ed.R.Crim.P.

the United States for Historical Cell Site Datfdjsc. No. _ i } )
H-11-223 (S.D.Tex. Nov. 11, 2011) (Order on Objectionsfll (addressing the |s§u§nce of warr.antg). There is nothing
from the Government in its four applications to support the

(unpublished) (citingU.S. Const. amend )4 Moreover, - - )
because the requested “records would show the date tirROsition that the “specific and articulable facts” standard and

called number, and location of when the call was made,§ 2703(d)apply to cell tower dumps.
this information was “constitutionally protected from this
intrusion.” Id. Finally, the Court determined that “[t]he
standard under the Stored Communications 2&tJ.S.C. §
2703(d) is below that required by the Constitutioid”

Finally, there is no discussion about what the Government
intends to do with all of the data related to innocent people
who are not the target of the criminal investigation. In

one criminal investigation, the Government received the

Here, the assistant United States Attorney simply relied on difmes, 'ceII phon.e hgmbers, and. subscriber information
application based on “specific and articulable facts” standarc?.f 17? innocent individualsSee United States v. Soto,
He has not submitted an affidavit pursuanRtde 41 of the No. 3:09CR200 (D.Conn. May 18, 2010) (Memorandum

Federal Rules of Criminal Procedutemonstrating probable in Support _Of Motion to Suppress)_. AlthOUQh the use of a
cause supporting the request for the records. This Court hggurt-sanctloned cell tower dump invariably leads to such

concluded that such requests must be made based on {Hg)rmat|on being provided to the Goverr.1rr-1ent, in order to
probable cause standard. receive such data, the Government at a minimum should have

a protocol to address how to handle this sensitive private
*4 Moreover, it is problematic that neither the assistaninformation. Although this issue was raised at the hearing,
United States Attorney nor the special agent truly understodtie Government has not addressed it to date. This failure
the technology involved in the requested applicati@ee to address the privacy rights for the Fourth Amendment
In re the Application of the U.S. for an Order Authorizingconcerns of these innocent subscribers whose information
the Installation and Use of a Pen Register and Trap anavill be compromised as a request of the cell tower dump is

Trace Device—— F.Supp.2d ——, 2012 WL 2120492, atanother factor warranting the denial of the application.
*2 (S.D. Tex. June 2, 2012)Vithout such an understanding,
they cannot appreciate the constitutional implications of CONCLUSION

their requests. They are essentially asking for a warrant

in support of a very broad and invasive search affectingccordingly, the Government's four applications pursuant to
likely hundreds of individuals in violation of the Fourth 18 U.S.C. § 2703(djequesting historical cell site data are
Amendment. The Constitution mandates that “[t]he right ofdenied without prejudice.

the people to be secure in their persons, houses, papers, and

effects, against unreasonable searches and seizutes.” ORDERED.
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