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The undersigned civil liberties and Internet services organizations the Electronic Frontier 

Foundation, the Center for Constitutional Rights, the Center for Democracy and Technology, the 

Electronic Privacy Information Center, the Online Policy Group, the Salon Media Group, Inc. 

and the U.S. Internet Industry Association respectfully submit this brief amicus curiae in support 

of plaintiffs’ motion for summary judgment. 

I. PRELIMINARY STATEMENT

Plaintiffs challenge the constitutionality of 18 U.S.C. § 2709, which authorizes the FBI to 

compel the production of subscriber and communications records in the possession of a broad 

range of Internet-related communications service providers, potentially covering billions of 

records from tens of thousands of entities. These demands, known as National Security Letters 

(NSLs), are issued without judicial oversight of any kind, yet allow the FBI to obtain a vast 

amount of constitutionally protected information. The statute is unconstitutionally overbroad 

because, on its face, it can be used to reach much protected speech yet is not narrowly tailored to 

serve a compelling government interest. Moreover, the vague language and broad sweep of the 

statute means that the FBI’s use of NSLs is not cabined by any intelligible standard. The Internet 

is a new and powerful medium of expression that hosts millions of dialogues covering a range of 

topics “as diverse as human thought." Reno v. ACLU, 521 U.S. 844, 852 (1997). Countless of 

these dialogues occur anonymously or pseudonymously, whether through e-mail, message

boards, or World Wide Web sites. Section 2709 facially violates the Constitution by allowing the 

FBI to obtain, without adequate procedural or substantive safeguards, First Amendment-

protected records that identify previously anonymous Internet speakers, readers, and

associations, as well as records that contain communications content protected by the Fourth 

Amendment. Amici, representing the interests of a broad range of Internet users and service 

providers, therefore submit this brief in support of plaintiffs’ motion for summary judgment.

II. THE CHALLENGED STATUTE

Section 2709 of the Electronic Communications Privacy Act (ECPA), see Pub. L. 99-508,

Title II, 201[a], 100 Stat. 1867 (Oct. 21, 1986) (codified as 18 U.S.C. § 2510, et seq.), provides 
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that:

A wire or electronic communications service provider [ECSP] shall comply with 
a request for subscriber information and toll billing records information, or
electronic communication transactional records in its custody or possession made 
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UUNet, as well as, perhaps, the telecommunications companies whose cables and phone lines 

carry the traffic" are ECSPs. In re Doubleclick Inc. Privacy Litig.
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(U.S. Feb 24, 2003) (NO. 02-969) (court adopted parties' assumption that host of Web-based

message board was ECSP). Such services would include amicus Salon Media Group’s discussion

forum the WELL, and amicus EFF's Action Alert service, <http://action.eff.org>, which allows 

visitors to the EFF Web site to send e-mails to their government representatives regarding online 

civil liberties issues.

Given the absence of judicial guidance in the matter, the FBI is likely to read the statute 

broadly, potentially reaching even individuals who host e-mail accounts or Web sites for friends 

and family. Even individuals who merely run a home wireless network that can be used to access 

the Internet by passersby outside the household may be treated by the FBI as an ECSP. What is 

clear is that rather than covering only traditional ISPs, the definition of electronic

communications service likely encompasses services provided by tens if not hundreds of

thousands of individuals and corporations, and that number will only grow as networking

technology becomes cheaper, more powerful and more user- friendly.

2. Section 2709 reaches a broad range of sensitive records regarding
expressive activity on the Internet.

Section 2709 is an “awkward” ECPA provision for ECSPs because in stating what 

records the FBI may demand, i.e. “subscriber information and toll billing records information, or 

electronic communication transactional records,” 18 U.S.C. §2709, the statute uses terms that 

are not defined and do not appear elsewhere in ECPA. U.S. Internet Service Provider

Association, Electronic Evidence Compliance – A Guide for Internet Service Providers. 18

BERKELEY TECH. L.J. 945, 974 (2003). Nor has any court considered the scope of these

undefined terms, such as “electronic communication transactional records.” 
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