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Outside the Scope 

36. Congress granted the FBI the authority to use National Security Letters (NSL) in 
counterterrorism and counterintelligence investigations. The use of NSLs are invaluable in 
these investigations. Their use also pre-dates the attacks of 9/11/01. Periodic reviews by the 
Department of Justice — Office of the Inspector General indicate that the FBI is taking great 
steps to prevent the unauthorized use of an NSL in investigations. This is largely in part to 
your commitment to ensure that this invaluable tool is not abused. Can you briefly give me 
an update on NSL usage since last year's OIG report? 

Response: 

As the inquiry recognizes, the FBI has taken significant steps to improve 
compliance with regard to NSL usage, revising policy to address concerns raised by 
DOD's OIG, increasing training on the proper issuance and handling of NSLs, and 
creating an Office of Integrity and Compliance to insure that the FBI will 
continually improve compliance with statutes, guidelines, and policy governing the 
use of NSLs and other investigative tools. Perhaps most significantly, on 1/1/08 the 
FBI mandated the use of a web-based, automated NSL creation system that 
prompts the drafter to enter all information necessary to create an NSL. This 
system supplies the appropriate statutory language and ensures that the NSL and 
the supporting memorandum are internally consistent. An NSL can be issued from 
this system.only after all the required officials have approved it within the system. 
This system has increased the accuracy of NSL reporting and has reduced 
typographical and other non-substantive errors. The FBI continues to look for 
ways to ensure that the few NSLs prepared outside the system (generally due to the 
classification level of the underlying facts) are similarly well controlled. 

These responses are current as of 5/29/09 
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in its March 2008 review of the FBI's use of NSLs, which assessed these corrective 
actions, the 0I0 found that the FBI and DOJ had made significant progress in 
implementing. its recommendations and in adopting other corrective actions to 
address problems in the use of NSLs. Since that MG report, for the year ending on 
3/15/09, the FBI issued more than 14,000 NSLs. 

Outside the Scope 

These roponses are current as of 5.29/09 
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U.S. Department of Justice 

Office of Legislative Affairs 

OM= of the Assistant Attorney General 
	

Washington, AC 20530 , 

September 7, 20 10 

The Honorable Patrick Leahy 
Chairman 
Committee on the Judiciary 
United States Senate 
Washington, D.C. 20510 

Dear Mr. Chairman: 

Enclosed please find responses to questions for the record stemming from the appearance of 
FBI Director Robert Mueller before the Committee on September 17, 2008, at an FBI oversight 
hearing. We apologize for our lengthy delay in responding to your letter and hope that this 
information is of assistance to the Committee. 

Please do not hesitate to call upon us if we may provide additional assistance regarding this, or 
any other matter. The Office of Management and Budget has advised us that there is no objection to 
submission of this letter from the perspective of the Administration's program. 

.• 
Sincerely, 

Ronald Weich 
Assistant Attorney General 

Enclosure 

cc: 	The. Honorable Jeff Sessions 
Ranking Member 
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Responses of the Federal Bureau of Investigation 
Based Upon the September 17, 2008 Hearing before the 

U.S. Senate Committee on the Judiciary 
Regarding Oversight of the FBI 

Questions Posed by Senator Schumer 

Schumer 6. Following the Inspector General's 2007 report on National Security Letters, 
you ended the FBI's practice of sending exigent letters to obtain telephone records and also 
stated that FBI instituted a new procedure to track National Security Letters. Since you 
ended the use of exigent letters last year, how many National Security Letters 'has the FBI 
sent in total? 

Response• 





OPCA-20 (12-3-96) 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

X 	Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you, 

Section 552 Section 552a 

0(b)(1) o(b)(7)(A) 0(d)(5) 
a(b)(2) ti(b)(7)(B) 00)(2) 
a(b)(3) (b)(7)(C) m(k)(1) 

o(b)(7)(D) 0(k)(2) 
ei(b)(7)(E)-1 o(k)(3) 
o(b)(7)(F) o (k)(4) 

o(b)(4) c(b)(8) a (k)(5) 
0,(b)(5)-1 a(b)(9) 0 (k)(6) 
a(b)(6) it(k)(7) 

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of 
(an)other released page(s). 

Page(s) withheld for the following reason(s): 

The following number(s) is (are) to be used for reference regarding these pages: 

ACLU-NSL-50 

XXXXXXXXXXXX 
X Deleted Page(s) 	X 
X No Duplication Fee X 
X 	for this page 



OPCA-20 (12-3-96) 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

1 	Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

X 	Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

Section 552 	 Section 552a 

(b)(1) 	 Ea(b)(7)(A) 	 (d)(5) 
ci(b)(2) 	 d(b)(7)(B) 	 173 0 )( 2 ) 
o(b)(3) 	el(b)(7)(C)-1 	 ci(k)(1) 

o(b)(7)(D) 	 o(k)(2) 
1(b)(7)(E) 	 i7,2(k)(3) 
o(b)(7)(F) 	 o(k)(4) 

u(b)(4) 	 [7.2(b)(8) 	 n(k)(5) 
(b)(5)-1 	 o(b)(9) 	 0(k)(6) 

v4(b)(6)-1 	 o'(k)(7) 

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of 
(an)other released page(s). 

Page(s) withheld for the following reason(s): 

The following number(s) is (are) to be used for reference regarding these pages: 

ACLU-NSL-51 

XXXXXXXXXXXXXXXX XXX 
X Deleted Page(s) 	X 
X No Duplication Fee X 
X 	for this page 	X 

XXX 





Outside the Scope 

Schumer 6. Following the Inspector General's 2007 report on National Security 
Letters, you ended the FBI's practice of sending exigent letters to obtain telephone 
records and also stated that FBI instituted a new procedure to track National 
Security Letters. Since you ended the use of exigent letters last year, how many 
National Security Letters has the FBI sent in total? 

Res-Douse: 

The'response to this inquiry is classified and, therefore, will be provided 
separately. 

Outside the Scope 
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Outside the Scope 

Questions Posed by Representative Nadler 

26. The Inspector General (IG) for the Department of Justice (DOJ) made 11 
recommendations in its first report in March 2007 on the Federal Bureau of Invesdgation's 
(FBI) use of National Security Letters (NSLs). In March 2008, the IG issued its second 
report and provided an update on the FBI's progress in implementing these 11 
recommendations. During the May 20, 2009 hearing, I asked you about this and requested 
a further update. You testified that the FBI may have a disagreement with one or two of 
these recommendations and that you would have to get back to me with respect to the 
FBI's the status of implementation. Which of the 11 recommendations made by the IG in 
its March 2007 report does the FBI now disagree with, if any? What is the current status 
of the FBI's implementation of each of these recommendations? Please provide 
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information, excluding what was already covered in the March 2008 IG report, explaining 
what actions the FBI has taken and is taking to implement each of the recommendations or 
why it is taking no such actions. 

Response: 

We apologize to the Committee for any confusion created during the hearing. In 
fact, the FBI agreed with all of the recommendations made in the OIG's March 
2007 report on the FBI's use of NSLs and took all of the actions requested by the 
OIG. Those actions were.completed prior to the hearing and were documented in 
the FBI's response to the OIG report, which was made available to the Committee. 

27. The DOJ IG issued its second report on the FBI's use of NSLs in March 2008. In this 
second report the IG made 17 recommendations. The FBI said it agreed with and would 
implement all of these suggestions. 

a. What is the status of the FBI's implementation of each of these 17 
recommendations from March 2008? Please provide information explaining what actions 
the FBI has taken and is taking to implement each of these recommendations 'or why it is 
taking no such actions. When do you expect each of these recommendations to be fully put 
into place? 

Response: 

In its 3/13/08 report on the FBI's use of NSLs in 2006, the OIG made 17 
recommendations and the FBI agreed with all 17. These recommendations were 
made before the full implementation of the NSL Subsystem to the FISA 
Management System, which is web based and prompts the drafter to enter all 
information necessary to create an NSL. The NSL Subsystem does not allow the 
drafter to proceed if required fields are missing or do not satisfy system 
parameters. These required fields include fields documenting the required 
approvals. With very limited exceptions, all FBI Field Offices and FBIHQ recommenda.d9a4o3 and FBIHQ madnda 25559.0endaqs46e FBI agreed with al. Fo27 3idra35tour, which was m or 















According to the FBI's responses to the IG's recommendations in the March 2008 report, 
the AG asked the NSL Working Group to continue its work. Has the NSL Working Group 
finished a new version of its report and conclusions? If so, please provide a copy and 
explain how the FBI has implemented its recommendations. If not, when do you expect the 
NSL Working Group to finish and propose new recommendations? 

Response: 

The NSL Working Group has continued its work and has completed a second 
draft report. This report's conclusions and recommendations were submitted 
informally to the DOJ OIG, which indicated that this report was a significant 
improvement over the earlier version. In June 2009, the draft report was 
forwarded to the newly appointed DOS Privacy and Civil Liberties Officer for 
review and submission to the Deputy AG. DOJ and the FBI are continuing to 
discuss the recommendations contained in the draft. 

29. In December 2008, the Second Circuit Court of Appeals, in Doe v. Mukasey, held 
unconstitutional both the conclusive treatment of the government's certification that 
disclosure of NSLs would hurt national security, diplomatic relations, certain 
investigations, etc. and the imposition of a nondisclosure requirement without the 
government initiating judicial review. It reasoned that reciprocal notice, in which people 
who want to challenge the nondisclosure order tell the government as such and then the 
government has to go to court to maintain the nondisclosure provision, would be 
constitutional. In a May 9, 2009 letter to Judiciary Committee Chairman John Conyers 
announcing the government would not appeal this decision, Attorney General Eric Holder 
suggests this reciprocal notice approach is being used. He writes that since Doe the FBI has 
issued more than 3,000 NSLs with a notice of the right to challenge the nondisclosure 
provision, which would force the government to go to court to enforce the nondisclosure 
requirement, and that so far no one has invoked that right. 

a. To what does the phrase "more than 3,000 NSLs" in the May 9, 2009 
letter refer? Is that the number of all national security letters issued by the FBI since the 
date of the Doe.decision (December 15, 2008) or the number of a certain subset of those 
NSLs? If it is a subset of those NSLs, please explain and describe what is contained by that 
subset. 

Response: 

That phrase refers to the number of NSLs issued after 2/10/09, the date on which 
the new reciprocal notice was added to the FBI's automated NSL creation system. 

These responses are current (1I of IS', 19,09 
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The notice reads as follows. 

You also have the right to challenge the 
nondisclosure requirement set forth above. If you 
wish to make a disclosure that is prohibited by the 
nondisclosure requirement, you must notify the FBI, 
in writing, of your desire to do so within 10 
calendar days of receipt of this letter. That notice 
must be mailed or faxed to the XXXXX Division, 
attention: XXXX XXXXX (phone number: XXX-
XXX-XXXX), with a copy to FBI HQ attention: 
General Counsel (fax number: XXX-XXX-XXXX) 
and must reference the date of the NSL and the 
identification number found on the upper left corner 
of the NSL. If you send notice within 10 calendar 
days, the FBI will initiate judicial proceedings in 
approximately 30 days in order to demonstrate to a 
federal judge the need for nondisclosure and to 
obtain a judicial order requiring continued 
nondisclosure. The nondisclosure requirement will 
remain in effect unless and until there is a final 
court order holding that disclosure is permitted. 



that expectation, most NSLs meet the standard for the inclusion of nondisclosure 
requirements. As indicated in the response to Question 29b, above, since 2/10/09 
171 NSLs have been issued without nondisclosure requirements. The fact that not • 
all NSLs include nondisclosure requirements confirms that the FBI is, in fact, 
making an individualized determination of the need for nondisclosure in each 
case. 

31. Questions [29] and [30] address the nondisclosure requirements for NSL recipients. 

Outside the Scope 

These responses are current as of 8/19,119 
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