Office of the Director of National Intelligence

Washington, Dﬁ‘_‘:‘.’ I':!

0 & ""Ww

ms. R -

American Civil Liberties Union Foundation
125 Broad Street, 18th Floor
New York, NY 10004

Re: ODNI _F'}IA request DE-2014-00191
Dear Ms. Cant:

This responds to your facsimile to the Office of the Director of National
Inm]]lgcncc {DDNI} dﬂif.‘d 29 Aprl‘ vl A J’Eunlnnum'\ im wrhaah s ramiactad nndae tha

Expi it mnn of “*zero-dav" vulnerabilities—security flawe
are unknown to the software’s programme.. ____ . ___.

Your request was processed in accordance with the FOLan@T 110 * By s
amended. Z}E ough” '
to your request. One r.‘l-:)cument has been referred to another agency for review and direct
response o , ..

The remaining documents yipmmmey™reviewel anagly’ sund 1o corftan ifformavon watis =
currently and properly classifiel! -
therefore withheld pursuant to FOIA exemption (b)(1). Information was also withheld
pursuant to the following FOIA exemptions:
. [b](3} Wich apphm ity caition exenipt irojs sy —
T ruh the National Se curity Act of 1947, as amended, 50 U.5.C. §

3[}24{m]{ 1), which protects, among other thmgb the _

information of ODNI pﬂ!‘bﬂl‘lnﬂl and

- (h}(ﬁ]‘ which aPE_;H BRSPS | m
unwarranted invasion . / PCSONMIPRVICYNERISIT -
Finally, as ti=iH

pursuant to FOIA exemption (b)(5), which protects privileged interagency or intraage’ s ]
information.



You may appetiiy
sending a written appeal letter, citing the uia.ﬂ ymey

Office of the Director of Natin I 11 e
lrf_u “imation Manazmut Office
1}35""“ 2 u.'rungrmn D f

= -

If you have any questions, please email ggv Requester Service Center at
DNI-FOIA @dni.gov or call us at (703) 874-8

Sincerely,

-

C

nifer, Hudl

L%“f ﬁE“ﬁ’“’.ﬂ! RN
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To:

FAX NUMBER:
FROM:

DATE:

Legal Department'-
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FAX: (212) 549-m S

FAX TRAIE: .. -
i

Office of the Director of National I*
Information Management Division

Attn: Jénnifer LyHudsas..,

Washmgtun, D L. 2us11

(703) SZEE"

Rita Cant, Amencatﬂﬂ‘hll Liberties Union

Ap riﬁ,ﬁf‘- ;]

Total number of pages (inct g

In this fax, gl _

This transmission is intended for the sole use of the individual 20 e

-ivileged, confidential and exemps =

*olication of this transmissfon by somecne pther than the sddressee of 1ts de gnated agent is sLrictly pro l;
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VIA FACSIMILE

Inforz=es 28 Mapagement Division

Attn: Jennifer L. Hud.wq
Washington, D.C. 2001 _ _Fax: {7031 874-8910

National Sccurity Agge // ~ctal. SronctnSrodre..

N5P5 / FOIA Requesiwt sefvices —

9800 Savagc Road, h ufe624a

Fort George G. M’énnc ‘MDD ZUT55-6248 T rax: (V1) 05810

qu. Sﬂ'ﬂlﬂﬂiﬁ CDIHII-_:
S .
ey :n;L orricr 901 Sac Boulevard Suite 2E27

HLw Yol

Office cf Legal iz =7 ¢

Atin: Elizebeth Farris

Room 5515, 950 Pennsylvania.

Washington, D.C. 20530-0001 Fax: (202) 514-0558%

Winﬂhl.‘.sf-:"‘ AT A VLN AU AD Caw. fCAMY O£0 J!q'l.
Department of Homeland Security

The Privacy Office

245 Murray Laoe 5.W., Stop 0655

Washington, D.C. 20528-0655 Fax: (703) 235-0443

L™ s el Ui e nteenans
l-rmdﬂ&n} of Information Act Office

S0018% IRl Tl

Washington, D.C. 2036 5009 Fax: &)1, 238
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I Barl ~ogmr.

H‘tﬁum, -“WL S )
been reported 41805 L2

maintaining the software. * By definition, there is no readily availablc
defense to unknown security ﬂnw: Acuotﬂmgiy zuu-dnywﬂnﬁnbthhcs
nlnbeusedtogainunmﬂh zed access o, W1Se S

exposing sensitive information L Lo,
contents f email inboxes, and medical and bank account records, HRERE
well as commercial trade secrets and other proprietary information.”

For these reasons, zero-day vulnerabiligz ?1
cyber criminals and governments alike.® Wh:n uuhtujr,
enforcement agifilics buy and stockpile zero-day-vulnerabili
they do so in lieu of reporting the vulnerubilities to :
forthe software The fuilures PO
fixing—"patching”—their software to protect their customers and other
users from cyber attacks.

mauudwﬁ'mmsthmﬂtepuhcynhammhuymdamckpnem
T+ i mﬂnﬁpmiﬂmwe lrmnétﬁ'ﬁmuw i, nﬁ:m.-m, s

A -

observed: “Aw]nmhﬂ:gr = cmhectpiomﬂmﬂ:
be exploited elsev-*

The Review Committee recently urged the Wil
evaluate its policies regarding zero-days, finding “in almost all instances”
that “it is in the national interest to climinate software vulnerabilitisesathe
than to use them for US intelligence mllmm"' According to 8

Comaitics, responsibly Gisclogy B S| E—
software programmers would “strengthen] | the secunty of S Governme=?

critical i #i 4 a] report, the
Review Committec recommended that “US policy should generally move to

* Ses Layla Bilge & Tudor Dumitras, Before We Knew t- An Bl . ) ) re

Atracks in the Real World,

/e s cl+da AR, GocmedubeL zes davipdE
*1d. if '

* See, e.g., Joseph Menn, U.S. Cyberwar Strategy Stokes Fear of Blowback, Reuters, May

10, 2013, hm!mmmwmmalmlmwmpmMm
mumonuommm

Bi Blog, Apr. 2, 2011, http://bits blul&n?ﬁmﬂ .00m/201 1/04/02/the-rss. .
did-it?_php=trued typu-blug;& 0.

7 T b s 2 L By oS,

Review Grp. DN -
World 187 (2 “ ul"uuuﬂm-ml mwmtwmmmm
. 2o
*Id. at

9’&’“
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ensure that Zero Days, = inldlar kool g e
vulnerabilities are pmd}:ﬂ UOVermunent #mw ,

II. ‘Hea " s Zero- D

the intcrnet. The vulnr.rlhlhl}r causes af‘feuad servers 1o “leak” pntenmﬂy
sensitive information whun communicating with an intr

conncet to the servers.'': S - T ‘—"7'1‘.

thirds of the wgild"s wiasites—including the websites of online businesses,
social networks, major banks, and the U. S guvmn'uam-—-ma}r have been

rendered w.'lnunhlﬁ to “Heartbleed™ attacks.™

’“'-H"" e 1a Tnen *"" " *?r-tr:m:-*:t 'rh'* fﬂ‘*f“ﬁmw c‘:: mn:‘ that 2

'umvﬂy SuCh as nm'mlwu

ea TN I
t to be the first official acknowledgement of an official policy or guidance on
the use of zero-days. '®
" Id at 37 (Recommendation 30}, .
'- AR Economisy, Digital Heart A.rruc.!gu Apr. 12, 2014, _

bitp/iwww.ccoptit W LRI S Ve }@MIMIWMHM
software-could-have-serious-consequences-all-sorts.

Y .
"Mmmm-uy,mwmmnmmﬁrmmmﬁrrm
----__-4:_ i ,mm w.bloomberg.com/mews/ 2

tha Mffica flfu- Mﬁ! nf'h]'nhnu-'l =i,
T

' Id. Other disclosures have referred to the Administration’s review of the Vulnerabilitics
Equities Process. On April 13, a spokesperson for the President’s National Security Council
told reporters that a three-month review of Commitiee’s recommendations had concluded
and resulted in an interagency process o cvaluate the value of disclosure when a security
flaw is discovercd against the value of keeping the discovery secret for Jater use by the
intclligesze community. Gautham Nagesh, Hearibleed Sheds Light on NSA‘s Use of Dugs,
Wall St. J. Tech,, Apr. 13, 2014, 3:07 PM,
hupu'.-'mtnm.wmjh;-. i e
i Ak uy TLELT U LIS IN3 M ml—m wm'ﬂ.ﬂ, Um
AﬂmarﬂMmhﬂRowmmhrmt:dﬂﬂtwﬂﬂnm:NS&‘thmhlthHMd

efficient equitics resolution process for hundling * e _

e

commercial product or system (not just software)
Zetter, Obama: NSA Must Reveal Bugs Like Heartbleed, Unless They Help the
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According to its April 11 statement, the White House initiated a
review of its zero-day puhmcgr in rm to the Rmew Commltlee’u ﬁnal
report and reccommendatii 555 o
Equities Process,” the process by wht“-. lﬁﬂ m _
and when to conceal a discovered software vulnerability, would need to be
“reinvigorated™ in order to address the Committee’s mnﬁmj! Igii
"mnngoﬂ!e&" pmaas& :atahhshei.. T Iy

im A mracident: al Airectiues 20

disclum‘ . 18 1 CPOICLE iU
r'". "_ Ot I -‘. o 'u L '."- IpinMleqm
vulnerabilities presenting “a clear national sccurity or law enforcéiii -

need.”! The directive does not appear to address security vulnerabilities or
exploits bought and paid for by government agencies.”

Accordingly, the ACLU seeks disclosure of the following records:

1. The presidential & ;_ﬁam'hnd‘iW

discovery, di UUL-UISCIUSLLE, Ul U3% UL seudialy
vulncrabilitics, as discussed above and as :ﬁhv}mm
11 statement by the Office of the Directer of - itonial
Intelligence.

Apr. 4, 2014, 6:30 AM, http:/f'www. wired com/20 14/04/cbama-zero-day. The _
Cotis] . _

Blog, Apr. 28, 2014 3:00 PM

Eaeme T —————————

EH‘*\F

i
" Nagesh, Hearbleed Sheds Light, supra uote 16 (quotiai

Eal

ﬂmng, *[t]his process is biased 1oward responsibly disciosing SUch VUInerDLInes.” ")
W Zetter, Obama: NSA Must Reveal Rugs, supra nntq lﬁ{lltl:ibu‘hn:cmrmtﬂﬂﬁ. Director
Rogers with the statomertab=s e 5

Wn%‘ hum“- i w

also :ppuumraqm technical u;puuw ﬂuw{bewmmﬂuhﬁm iy =
proposals for disclosure. In addition, statements indicate that the directive implements a

new interagency adjudicatory process for reviewing technicians’ determinntions against the
defavlt of disclosure. See Zeticr, Obama: NSA Must Reveal Bugs, syra note 16.

" David E. Sanger, Obama Leis N.S.A. Exploii Some Intezn=i'': |

mploiwmm! Ewu-oﬂmumy bimi. 1§

2 Zetter, Obama: NSA Mt Reveali § et
Office of the Director of Nat: }" —
docan't mention mwumwmmmuuvmurﬁmmm
day brokers or individual researchers, some of whom may insist in their sale agreements
that the vulncrability not be disclosed.”).
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2. Any policies, guidance, and/or directives concerning government
purchase of security vulncrabilities or exploits, and government
disclosure, non-disclosure, or usc of purchased vulnerabilities or
exploits.

3. Any policics, guidance, and/or directives concerning iptra—
agency or interagency reporting of security vulnerabilities or
exploits, = ~“vmdinsvovd ar orptrered hefraasZememant..

< I
disclosures of security vulnerabilities to the companies,
organizations, programmers, or developers responsible for
maintaining the valnerable software.

|
This catege—y of records should be Lonstrued broadly and to

The ACLU requests that this agency prJhl s, 7 and release documents
on a rolling basis, and in the order in which uested categories of
docum=X
guidance and/or directive concemipg discly™= - B8 - _ fe L
vilnerabilities; then document# o oAl Copbennrbessolaeere
vulnerabilities or exploits; then documents concerning intsy 2ed o -
interagency raportinpg of security vulnerabilities; and ﬁ.m-ﬁ;;f gocaiments e
recording and reporting actual vulnerabilities disclosures.

The ACLU requests that responsive clectronic records be provided
electronically in their native file format. See 5§ U.S.C. § 552( 5 N
FOIA request is denied in whole or in pari, the ACLU requests disclosure of
the reasons for each denial, pursuant to 5 U.S.C. § 552(a)(6)(A)(i). In
addition, the ACLU requests releasc of all segregable portions of otherwise
cxcmpt material, in accordance with 5 U.S.C. § 552(b).

IV. Expcdited Processing

The ACLU requests expedited processing pursuant to 5 U,
552(a)(6)N(E). There is a “corifE Tl .8 need” for expeditious disclosure
because the documents requested are urgently needed by an organization
primarily engaged in disseminating information in order to inform the public
about actual or allcged government activity. 5 U.S.C. § 552(a)(6)(E)(v). In
addition, there is an “urgency to inform the public” conceming the requested
records, 28 C.F.R. § 16.5(d)(ii), because the records relate to a “hruaking

' i
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news story of general public interest,” 32 C.F.R. § 286.4(d)(3), (d)(3)(1) &
(d)(3)(1i)(A); Open Am. v. Watergate Spec. Prosec. Fw
614 (D.C. Cir. 1976) (recognizing right of expedition]:
News media continue to report developments on the “Heartblced™
vulnerat> -"}" und its widespread impact. Data thefts Jeveraged against the
“H:arthlced“ wlncrnb:ht}r were followed by speculation that mdmclosnd
breaches may vastly exceed those initially repm'ted in: 10y

thousands ofwnbs:tr:s appear to have ba?l 3
“Heartbleed™ ‘]u-ﬁ_'ul the nators af whas

Gmr:rnmmr rcspanse to the zero-day threat, moreover, has become a
major news story in B saes r*ufﬁ wi ﬂpku 14, uig Canagan tax aumbm}r
reported the loss nfhundr:ds nttaxpajrcrs m:m::» ‘mformation to att ack s on
governmer#= M o e

insurance exchange Healthcare gov.*® The D:pamnmt of Homeland
Security issued g public service announcement wrging Americans to change
their pusswurdﬂﬁdw monitor their social media, email, and bank accounts
for irregular activity.?

Pclc:numﬁr:-‘q TR

November 2013+ Lmﬂwm-rn.ﬁmw.ﬁm At 11.-,'1‘1.- g
}tr:ps.ﬂww.eﬁu:grducphnkggmﬁmfuﬂd-hcm werc-intelligence-agencies-using-

“heartbleed-november-2013.

M See, e.g., Pl Mulion, Half a Million Widely Tristed Websites Vulnerable to Heartbleed

Baup, Neteraft, Apr. 8, 2014, http://news.aetoraft.com/archives/2014/04/08/half-s-million-

mdclyuhmnd-mhamﬂﬂmmhh-tn-hnmhlud-hug.hm

¥ See, e g, Brian Fl.mg. Hearthleed Is About 1o Ger Wo.

a Crawl, Wasll,_

http/fwwrw. waahhamnpmmnmfhlugﬂhbamt:ummm}dﬁunbhodﬂl&abomw

get-worse~and-it-will-slow- m&mtmmt—m—mawir (reporting that “Heartbleed™

thefis ﬂfmdﬂ'lﬁﬂllh'lﬂm S v o M alar webSite ‘CT]‘I‘ Lj H:"I\,_ &.C0m
R rﬂ"e;f Y

could be used to develop *n
aitacks). —
% The collaeral damuyc associated =<+ et g et LA TOTTEU L, So 1y
vulnerabilities has becoms a topic™s. \Lzha!mrﬁmhh.eir.b.ﬂmﬁw,ﬂ. n..hdr.-w J ‘},ﬁ.’
Strategy Stokes Fear, supra note 6 (describing grow
and intelligence=ommunity that “Washisg o
1o disclose to software companies and customers the valpersbililics ::plmt:d by the
imr:hlsud hacks."). _
Jim.. Finkle & Louvise Egan, ‘Heartbleed” Blamed in A5 5
Expected, Reuters, Apr. 15, 2014, 4:01 AM, htip:/fin. reuters.con/article/2014/04/14/us-
:umyahdwtbiccd-cmndn idinkba0d001d201404 15
Uavid Murphy, Heartbleed' Exploit Forces Healthcare.gos V'
PC Mag, Apr. 20, 2014, 2:00 AM, hl.tp {iwww.pcroag-coms;
2 Pross R:Il:llﬂ ]'-m '14.11 J. n--- i o SR LY ENY.

h“ps ffm&h!ﬂw’blﬂu;ﬂﬂi ‘ TR : " '.- L L e
Wﬁrhnbtﬂgﬂhu*nuhgat&oyhﬂmanly—whmhhnmﬂ&

e
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Expedited release of the requested records will allow the public +~
cviliaiin gpvarmmant policies 0o the purdase, wxplostation. ad disc A0
of zero-day vulnerabilities in the context of the breaking “Heartbleed” news

stosy. Thmpohuuhw:hmmnmhﬂhunaﬂomldebm“-&l”"

the risk and potential repercussions of the zero-day threat.”

v. Limifey I EProcessingFees
The ACLEY, - . L L it Siof search and review fees asa T

“representative of the news m&t.... -
ACLU mcets the statutory definitio || =8
as an “entity that gathers information vr potem T oe e
public, uses its editorial a‘hlls to turn the raw maiunasll m.tu a mumtt wwm

vuhetantinl cammnanant oF tha .tr n- srrarls A weoees athar thinos dhe AT T1 5
B RIIVWED TU0L DS U viiiealy Ul m;@-ﬁ_’:

are consistent with the Constitutiof, uié nue b1 16W, ana nifoaenta nbinan
rights, The ACLU also educates the public a.hnu:.l =_#_S. national sccur™ ~
law-enforcement policies and practices respecting, among ST
government transparency and accountabi pRicEy . —

rights; privacy and domestic surveillance: and the social iRITENCOS G I

national e Droerams.

Aﬂbﬁ%ﬂlplﬂﬂ"'h l”‘l'lﬂsﬂrmhmh nea rF wasoeda |

disclosed under the Frotuow vn wiiGunsuuin At 0 eulcars e }fl‘m I.I:I.ﬂ
public sbout the activitics of govermment. Its r:gular MEeans 3

’“ﬁmniul. Heartbleed: Understanding When We Disclose Cyber Vulnerabilities, supra note
16.
™ See also Nat'l Sec. Archive v. Dep't of Def,, 880 F.2d 1381, 1387 (D.C. Cir. 1989); of;
Am. Civil Liberties Union v, Dep’t of Justice, 321 F. Supp. 2:!24 zsnsmpc.ztm}
(finding non-profit public interest group to be ““primarily engaged in disseminating
mfmmum“’}
" Serv. Women's Action Network v. Dep 't of Defense, 888 F. Supp. 2|:I 282 ZH?-E "
Conn. 2012); see also Am. Civil Liberties Union of Wash. v. Dep’t o€ Tusii
m.gzuuannm ol *10 (W.D. Wash. Mar_ 10_ 201 11385
Washingt” )

2011 WL 1900140 (W.D. Wash. May 19, 2011).
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published reports, books, pamphlets, and fa-::t
read blog; a popular Twitter feed; and 4 2.o¢"
website features analyses of FOIA disclosures, Imks to released
md chmn ﬂ].!t gﬂ.ﬂlﬂ :..,... Ol . (PR T ey P, W Sy [ et
FOIA. Additionally, wé AULU aissemunares ANALYS1S 10 JOUTNANSTS anu
researchers through casc-dedicated webpages, press releases and news
briefings, and to students through “Jmow your rights” publications,
educational brochures, television series, and speaking engagements.

Thc ACLU makes FDLE information :wmlablc o

faculty members, law students, PDI].\..-F
the general public for no cost or fora o PR P K
archived materials available at t‘hc American le Libertics Unitu #ir uuvés
at Princeton University Library.”

V1. Waiver of Costs
The ACLU also requests a waizs afnllai—
S

duphnannrn 15

in the public intere
understanding of . w artivitics af the aavreiin
“not primarily in the mmm:rcul i £, mmqrm&‘ '.1 ‘E;

P T DR P

35200 i uiliar=s s RSN

There can be no doubt that ﬂ:mﬂm request is of significant
interest to the American public. As discusscd a va, the gove SEnt has
characterized mﬁm n ii

the country * Clearly, the process by which the guvermnmt chooses to
exploit zero-day vulnerabilities at the cost of decreased security from cyber
attacks a matter of public intcrest and concem.

ﬂ,l_

pu]:lic: to assess th tm-..y O ine procequres impiementing e aileged
“bias"™ for responsi méum isclosure of the requested documents

will allow the public tog whether the claiiGaZER o
with == rccommendation of the President’s Review, £ #nmittce that zero-
day

clhsmcrcqutremmﬂs ufn“ln‘gtutand significant pati
priority. "3 Disclosure will let the pubsHin

* In addition to the national ACLU offices, there are fifty-three ACLU.227

national chapter offices localed throughout the Undied Smu and ?‘I:I!ﬂu m
[urlber disseminate ACLU material to local resid ich

variety of mcans, including their own . oA

M Mean, (.S C}bwmfwmm 5.

¥ Review Grp., Libarty and Security in Changing World, supra note 7. at 219-
Rtmmunﬂmlun 30 urges mﬁmhmp : s, Sttt Tl sl
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the disclosure bias hy_ﬁlmnlv

rvn’

'I'hu“k you fre wrmave rvrnmnf nﬂmﬁfﬂ tn thic matter Tf‘ﬂ'lnl amarrh and
e

{E‘t'"’" AL O BT Lot Wl Ve TG Sado s dSAS Tdt b 176 LU Tey
AL
tre emau adaress usied oeiow, - =1 = - H

UNIDN FOUMNBR .
Rata Cant !i

LE
Ll

125 Broad Strect, 1289

- """ ork. N'Y 10004

rcant@aclu.org

Sincerely,

Rita Cant

Alex Abdo

Natp = A P
Chris Soghoian

Daniel ¥_(Fllmore

Al‘l\'\lﬁi‘“l Tt T AE AR Nl AT W RLEWTRR

Speech, Privacy, and
Technology Project

125 Broad Street, 18th Floor

New York, N'f lﬂﬂﬂfl

(2 R | ::

sendor-level, interagency approval nror.auﬁmt emolovs a g

Irwn,’i--

alternative 10 “ing M Siately fixing the underlying valnerability,” Jd at 220,




