
Office of the Director of National Intelligence 
Washington, DC 20511 

Ms. Rita Cant 
American Civil Liberties Union Foundation 
125 Broad Street, 18th Floor 
New York, NY 10004 

Re: ODNI FOIA request DF-2014-00191 

Dear Ms. Cant: 

fEB 0 4 2015 

This responds to your facsimile 10 the Office of the Director of National 
Intelligence (ODNI), dated 29 Apri120J4 (Enclosure), in which you requested, under the 
Freedom of Information Act (FOIA), "disclosure of guidance or directives that set 
forth the government's policies regarding the purchase, discovery disclosure and 
exploitation of 

was processed in accordance with the 

Order 13526, Section 1.4(c), and is 
therefore withheld pursuant to FOlA exemption (b)( I). Information was also withheld 
pursuant to the following FOIA exemptions: 

• (b )(3), which applies to information exempt from disclosure by 



You may appeal our determination within 45 days of the date of this letter by 
sending a written appeal letter, citing the basis of the appeal to the address below: 

Office of the Director of National Intelligence 
Information Management Office 
Washington D.C. 20511 

If you have any questions, please email our Requester Service Center at 
DNI-FOIA@dni.gov or cai1 us at (703) 874-8500. 

Sincerely, 

'--
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National Headquarters 
Legal Department 

125 Broad Street • New York, NY 10004 
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FAX TRANSMITTAL SHEET 

Office of the Director ofNational lntelllgence 
Information Management Division 
Attn: Jennifer L. Hudson 
Washington, D.C. 20511 
(703) 874-8910 
Rita Cant, American Civil Uberties Union 

Aprll 29, 2014 
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VIA JIACS.IMU..E 

Office of tho Director ofNational Intelligence 
Information Management Diviaion 
Attn: Jennifer L. Hudson 

Apnl29, 2014 

Washington, D.C. 2051 t Fax: (703) 874-8910 

National Security Aga1cy I Ceru:ral Sec:urity Service 
NSPS I FOlA Requestor Services 
9800 Savage Road, Suite 6248 
Fort George G. Meade, MD 2075.5-0248 Fax: (301) 688-4762 

U.S. Strategic Conunand 
J006 (FOlA) 
901 Snc Bout..vurd Suite 2B27 
Offutt Air Force 'Base, NE 68113 

Departnrent of Justice 
FOJ.AIP A Mail Referral Unit 
Room 115, LOC Building 
w...,bington, D.C. 20530-0001 

Office of Legal Counsel 
Attn: Elizabeth Flllris 

Fax: (402)294-7535 

Fax: (301) 341-0772 

Room 5515, 950 Pennsylvania Avenue, N.W. 
WashingtoJJ, D.C. 20530.0001 Fax: (202) 514-0539 

Federal Bureau oflovestigatioo 
FOIIP A Request, Record/Information Dissemination Section 
170 Marcel Drive 
Win.chestcr, VA22G02-4843 Fax: (540) 868-4391 

Department of Homeland Security 
The l'tivncy Office 
245 M\&tTny Lnne S.W., Stop 0655 
Washington, Request2174v610.6 0 0 10.6 25 0 0 1
/T1_6 1 Tf Tc28- Tc 10.9 0 0 1d1.13 Tm
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0.44 10.>>Bld0 Td
(Stop )Tj
EMC 
/Suspect <</Conf igr
EMC 
/Suspect <</Conf 0 >>BDC 
0.0498 Tc 6.36 0 0 5.70A22G02-42 Tc 2.68c 6.36 0 0 5.8.7 30tcr, Lnne 

D.C.2487 





FIPR-29·2014 14:10 FROM: 

.... .r:IIUCM CIVIl UBUTJO 
UICION J:OUHDAltOM 

T0:8170387499105000 

L Background 

• 
Zero-day vulnerabilities are 
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news story of genernl public intaest," 32 C.P.R. § 286.4(d)(3), (dX3)(ii) & 
(dXJ)(iiXA); Open Am. v. Watergate Spec. Prosec. Force, 541 F.2d 605, 
614 (D.C. Cir. 1976) (recognizing right of expedition). 

News media continue to report developments on the .. Hcartblced" 
wlncrnbility Wid its widespread impact. Data thefts leveraged against the 
"Hearthlecd" vulnerability were followed by speculation thai undisclosed 
breaches may vastly exceed those initially reported incidents.:n Hundreds of 
thousands ofwobsites appear to have been rendered wlnerablo to the 
"Heartbleed" threat, :zA the nature of which is evolving. 25 

Government response to the uro-day threat, moreover, has become a 
major news story in its ownright.26 OnAprill4, the Canadian tax authority 
reported the loss of hundreds oftaxpaycrs'-idenlity infoonlltion to altacks on 
government websites.2' By April 20, the Department ofHealth and Human 
Services hod rccaJled as many as ei~lnillion user passwords to its online 
in.slll1Ulco exchange Healthcare.gov. 1 The Department of Homeland 
S~ty issued a public service announcement urging Americans to change 
their passwords and to moriitor their social media, email, and bank accounts 
for irregular activity.19 

21 l'clcr .Eckcnlcy, Wild at H.-: w.,.., Inui/Jgmc• Agtnclts U.W.s: Hta11bl~td til 
Nov=lxrr 10IJ"I Electronie Frontia:l'ouncl, ApT. 10,2014, 
.lmps://www.eff.orsfcleq>linJWlO 14/04/wild-bc.vt--•c-intelliscnc ... agencioe·usiug
hearlblee<l-nCIValll>er-20!3. 
1
' Sctt, «.g. , Paul Mutton, Half o MiUion Wlddy 1lwlr:d Website.• Yrdnemb(e lo Rtar01ud 

Bug, Notcroft. Apr. 8, 2014, hap://ncwa.aolcrllft.comluchlvcs/20!41041081balf·•·million
widcly·truatc:d-web3ite.•-vu.1notablo-to-hl:an,blocd-bu&.bliDL 
21 See, e.g., Brian Fuu11. H•ar0~<d Is ..tbowt to G.tll"or:re, And h Jl1ill SlOw il•e Jnt18111cl to 
a Crawl, Wuh. Post Switch Slog. Apr, 14, 2014, 2:S4l'M, 
http://www.washinaJoJipOStcomlblojiS/tlu>switob/wp/2014104/14/hconbleod-l.wbout-tO
get-~it·will-31o ... lbo4nlemet-a>-a..-zawY (•eponing lhnt "Ht<U1blccd"·bued 
lhdls of =<lmtlol• lcnown u "security c.crtlllcatd' for popular 'Websiu:o like Ooogle.eom 
could be UliC<!nf 0 >>BDC 
-0.0094 Tc 0.98 Tf
C 
 Tc 9.85m
(could )I003,F... "security Wuh. 
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Expedited release of the .requClltcd records will allow the public to 
evaluate government polici011 
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published reports, books, pamphlets, and fact sheets; a video series; a widely 
rcad blog; a popular Twi~cr feed; and a heavily visited website. The ACLU 
website features IIDDlyses ofFOIA disclosureS, links to released documents, 
and charts that gotber, IJQIDlllarize, and present information obtained through 
FOIA. Additionally, the ACLU disseminates analysis to journalists and 
researchers through ease-dedicated webpagcs, press ·releases and news 
briefings, and to students through "lo'low your rights" publications, 
educational brochures, television series, and speaking engagements. 

The ACLU tnakes FOIA infcmnation available to everyone, 
including tax-exempt organizations, not-for-profit groups, researchers, 
faculty members, law students, policy malcers, reporters, and melllbe:rs of 
the general public for no cost or for a nominal fee. The ACLU malces 
archived mntcrials available at the American Civil Liberties Union Archives 
at Princeton University Library. n 

VI. WaiverofCo.sts 

The ACLU also requests a waiver of all scarc:.h, review, or 
duplication fees 011 tho 8l'OUDd-that disclosure. ofthen:quested information is 
in the public interest because it is "likely to contribute significantly to public 
understanding of the operations or activities of the government," and it ls 
"not pr:iuulrily in the commercial interest of the requester." S U.S.C. § 
552(a)(4)(A)(iii). This request clearly satisfies these criteria. 

There aw. be no doubt 'that the subject of the~ is of significant 
interest to the American public. As discussedC 
-0.0153 Tc 1.397 0 Td
(government," )Tj4governmenBT
/BDC 
-0.0265

This 
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the disclosure bias by simply purchasing vulnerabilities or exploits from 
oontnlctors, zero-day brokers, or individual researchers. Finally, disclosure 
will let the public know if the ''blas" for disclosure is tetroactive or if it 
applies only to zero-day vulnerabilities discoveTed or purchased after 
issuance of the Prcsident'uero-day directive. 

Tho American Civil Uberties Union, a nonprofit org'anh:ation, plans 
to disseminate to 


