


pursuant to 28 U.S. C. § 2201 to determine its rights and obligations in complying with 

administrative subpoenas issued by the DEA. The American Civil Liberties Union of Oregon, 

Inc., John Does 1-4, and Dr. James Roe, M.D. (collectively "ACLU" or "intervenors"), 

intervened in this matter pursuant to Federal Rule of Civil Procedure 24(a) over the objections of 

the DEA in order to raise arguments regarding intervenors' protected health information and 

Foutth Amendment rights. All patties have moved for summmy judgment. For the following 

reasons, the ACLU's Motion for Summmy Judgment [27] is granted, the PDMP's Motion for 

Summmy Judgment [24] is denied as moot, and the DEA's Cross Motions for Summary 

Judgment [ 40 and 42] are denied. 

BACKGROUND 

In 2009, the Oregon legislature created the PDMP, an electronic database maintained by 
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combined effects of prescription drugs with alcohol or other prescribed drugs, and overdose. 

PDMP Fact Sheet, Wessler Dec!. Ex. B. "Approximately 7,000,000 prescription records are 

uploaded to the system annually." !d. 

Depending on the drug prescribed, the infonnation reported to PDMP can reveal a great 

deal of information regarding a patiicular patient including the condition treated by the 

prescribed drug. Schedule II-IV drugs can be used to treat a multitude of medical conditions 

including AIDS, psychiatric disorders, chronic pain, drug or alcohol addiction, and gender 

identity disorder. 

Pursuant to Oregon statute, prescription monitoring information uploaded to the PDMP 

constitutes "protected health information" and is not subject to disclosure except in limited 

circumstances. ORS 431.966. A physician or pharmacist may access patient records in the 

PDMP only if they "certifTy] that the requested information is for the purpose of evaluating the 

need for or providing medical or phannaceutical treatment for a patient to whom the practitioner 

or pharmacist anticipates providing, is providing or has provided care." ORS 431.966(2)(a)(A). 

Relevant to this case, the PDMP may also disclose patient information "[p]ursuant to a valid 

comi order based on probable cause and issued at the request of a federal, state or local law 

enforcement agency engaged in an authorized drug-related investigation involving a person to 

whom the requested information pe1iains." !d. at 431.966(2)(a)(C). The PDMP's public website 

repeatedly references the privacy protections afforded prescription infmmation and informs 

visitors that law enforcement officials may not obtain information "without a valid comi order 

based on probable cause for an authorized drug-related investigation of an individual." See, e.g., 

Oregon PDMP, Frequently Asked Questions, (Januaty 31, 2014, 10:12 AM), 

http://www.orpdmp.com/faq.html. 
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The CSA empowers the Attorney General, and executive agencies acting pursuant to his 

authority, with broad 
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prescription records have been accessed or may be accessed without a warrant. He asserts that 

pressure from the DEA has resulted in changes to his prescribing practices. 

STANDARDS 

Summmy judgment is appropriate "if the movant shows that there is no genuine dispute 

as to any material fact and the movant is entitled to judgment as a matter oflaw." Fed. F e d .  





preempt state law unless there is a 'positive conflict' between" federal and state law and that 

"'federal courts must, whenever possible, ... avoid or minimize conflict between federal and 

state law"') (quoting 21 U.S.C. § 903; United States v. Oakland Cannabis Buyers' Coop., 532 

U.S. 483,502 (2001) (Stevens, J. concurring)); see also, Alden v. lvfaine, 527 U.S. 706,731 

(1999) ("the Supremacy Clause enshrines as 'the supreme Law of the Land' only those Federal 

Acts that accord with the constitutional design") (citing Printz v. United States, 521 U.S. 898, 

924 (1996)). If the DEA's administrative subpoenas violate the Fomth Amendment as applied to 

the PDMP, as intervenors contend, there is no conflict between ORS 431.966 and federal law. 

This comt "has a Case or Controversy before it regardless of the standing of the intervenors." I d. 

at 1172. The ACLU's arguments are merely an extension of those advanced by the PDMP 

requiring this court to begin at the beginning and consideration of those arguments in no way 

destroys the controversy already in existence. Accordingly, the cout1 concludes that intervenors 

do not need standing to raise arguments concerning the Fomth Amendment. 

The court also concludes that intervenors' claims are ripe for adjudication. "Whether 

framed as an issue of standing or ripeness, the inquity is largely the same: whether the issues 

presented are 'definite and concrete, not hypothetical or abstract." Wolfson v. Brammer, 616 F.3d 

1045, 1058 (9th Cir. 2010) (quoting Thomas v. Anchorage Equal Rights Comm'n, 220 F.3d 1134, 

1139 (9th Cir. 2000) (en bane)). Regardless of whether intervenors themselves are cunently 

subject to investigation by the C o m m ' n , 
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subpoenas to obtain individuals' prescription records. As discussed above, in order to detennine 

whether PDMP must comply with the DEA's administrative subpoenas, and whether a positive 

conflict exists between § 876 and ORS 431.966, the court will first determine whether the 

issuance of the subpoenas is a constitutional exercise of the DEA's authority. Accordingly, the 

court must evaluate intervenors' claims at this time. The questions presented by this case are 

"purely legal, and will not be clarified by further factual development." Thomas v. Union 

Carbide Agric. Prods. Co., 473 U.S. 568, 581 (1985). Accordingly, those questions are now ripe 

for adjudication. 

B. Fourth Amendment 

The Fomth Amendment provides protection against "umeasonable searches and 

seizures." U.S. CONST. amend. IV. "[S]earches conducted outside the judicial process, without 

prior approval by judge or magistrate, are per se umeasonable under the Fourth Amendment­

subject only to a few specifically established and well-delineated exceptions." Katz v. United 

States, 389 U.S. 347, 357 (1967). The Fourth Amendment does not protect against all searches 

or seizures,  0  0 ec
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confidentiality. Baker Dec!. ~~ 4-10. It is not surprising that privacy protections for medical 

records have not only been placed in Oregon law, but are also enshrined in certain aspects of 

federal law. See, e.g., Health Insurance P01iability and Accountability Act, Privacy Rule, 45 

C.F.R. § 164.512 (providing protections for "protected health information"). 

-· 
In Whalen 



In Ferguson v. City of Charleston, the Supreme Court analyzed medical records under the 

Foutth Amendment. 532 U.S. 67 (2001). In that case, a state hospital was conducting drug tests 

of pregnant women and then providing the results of those tests to law enforcement. I d. at 72-75. 

The Supreme Court noted that the "reasonable expectation of privacy enjoyed by the typical 

patient undergoing diagnostic tests in a hospital is that the results of those tests will not be shared 

with nonmedical personnel without her consent." !d. at 78. The Court found that "an intrusion 

on that expectation of privacy may have adverse consequences because it may deter patients from 

receiving needed medical care." I d. at 78 n.14 (citing Whalen, 429 U.S. at 599-600). The Co uti 

concluded that the "special need" exception to the warrant requirement was inapplicable to the 

search because the "central and indispensable feature of the policy from its inception was the use 

oflaw enforcement to coerce patients into substance abuse treatment." Jd. at 80. 

The Ninth Circuit has also had occasion to evaluate whether patients and doctors have a 

reasonable expectation of privacy in medical records protected by the F outih Amendment. In 

Tucson Women's Clinic v. Eden, the Ninth Circuit evaluated an Arizona regulation that required 

abmtion clinics to submit to warrantless inspections by the Arizona Department of Human 

Services. 379 F.3d 531, 537 (9th Cir. 2004). The Ninth Circuit determined that the 

administrative search exception to the Fourth Amendment which, in some circumstances, allows 

warrantless searches of closely regulated businesses, was inapplicable to the searches authorized 

by the Arizona regulations. Jd. at 550. The coutt determined that abortion services were not 

sufficiently regulated to fall within the exception. Jd. More impmtantly, the coutt noted that "the 

themy behind the closely regulated industry exception is that persons engaging in such industries, 

and persons present in those workplaces, have a diminished expectation of privacy." !d. That 

theory was inapplicable to abortion clinics, "where the expectation of privacy is heightened, 
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given the fact that the clinic provides a service grounded in a fundamental constitutional liberty, 

and that all provision of medical services in private physicians' offices canies with it a high 

expectation of privacy for both physician and patient." ld. Accordingly, the Ninth Circuit held 

that the statute and regulations were violative of the F omih Amendment. 3 

In this matter, the comi easily concludes that intervenors' subjective expectation of 

privacy in their prescription information is objectively reasonable. Although there is not an 

absolute right to privacy in prescription information, as patients must expect that physicians, 

pharmacists, and other medical personnel can and must access their records, it is more than 

reasonable for patients to believe that law enforcement agencies will not have unfettered access 

to their records.' The prescription infonnation maintained by PDMP is intensely private as it 

connects a person's identifying information with the prescription drugs they use. The DEA 

attempts to draw a distinction between medical records and prescription information in order to 

distinguish the present case from Tucson Women's Clinic's conclusion that "all provision of 

medical services in private physicians' offices carries with it a high expectation of privacy." 379 

F.3d at 550. This distinction is very nearly meaningless. By obtaining the prescription records 

for individuals like John Does 2 and 4, a person would know that they have used testosterone in 

3 Citing Whalen, the Ninth Circuit balanced five factors in weighing the govemmental 
interest in obtaining information against the individual's privacy interest and found that the searches 
also violated plj
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particular quantities and by extension, that they have gender identity disorder and are treating it 

through hormone therapy. 



administrative subpoena." !d. Here, it is clear that the information sought by the DEA is 

relevant to its investigations, but the question is whether the use of an administrative subpoena to 

obtain the information sought is reasonable. The prescription records at issue here are entirely 

unlike electric company records in which an individual lacks a reasonable expectation of privacy. 

Much like the information safeguarded in 



or to leave the state. This is not a meaningful choice. See, In reApplication of US. for an Order 

Directing a Provider of Elech·onic Communication Service to Disclose Records to Government, 

620 F.3d 304, 317 (3rd Cir. 201 0) (holding that cell phone users retain a reasonable expectation 

of privacy in their location information because users have not voluntarily shared their 

infonnation with the cellular provider in any meaningful way). 

Because the court concludes that the DEA's use of administrative subpoenas to obtain 

prescription records from the PDMP violates the Fourth Amendment, the comt does not reach 

the issues raised pursuant to the Supremacy Clause. 

CONCLUSION 

For the foregoing reasons, the ACLU's Motion for Summary Judgment [27) is 

GRANTED, the PDMP's Motion for Summmy Judgment [24) is DENIED AS MOOT, and the 

DEA's Cross Motions for Summmy Judgment [40 and 42) are DENIED. 

IT IS SO ORDERED. 

DATED this _!j day of February, 2014. 
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