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1 Congress has deliberately withheld from the government the authority to require 

2 technology companies to circumvent the security protections in their devices. 

3 Indeed, in a related case, Magistrate Judge Orenstein recently arrived at all of these 

4 conclusions in a meticulous and carefully reasoned opinion that should guide this 

5 Court's consideration. In re Order Requiring Apple, Inc. to Assist in the Execution 

6 of a Search Warrant Issued by this Court (In re Order Requiring Apple), No. 1 :15-

7 mc-01902-JO, slip op. at 50 (E.D.N.Y. Feb. 29, 2016). 

8 Separately, the order the government seeks would violate the Constitution. 

9 The Fifth Amendment imposes a limit on the nature of the assistance that law 

10 

11 

enforcement may compel, and the assistance sought here plainly exceeds that limit. 

At the very least, the fact that the government's interpretation of the All Writs Act 

12 would raise serious constitutional questions supplies an additional reason to reject 

13 

14 

15 

16 

the government's sweeping construction of the Act. 

The government has defended its application as limited to this case and this 

case alone, but the legal precedent it seeks cannot be so contained. If the 

government prevails, then this case will be the first of many requiring companies 
17 

18 
to degrade the security and to undermine the trust in their products so essential to 

privacy in the digital age. For the many users who rely on digital devices to secure 
19 
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1 an iPhone SC that the FBI obtained during its investigation into the December 

2 2015 shootings in San Bernardino, California. The FBI specified that the software 

3 would: (1) bypass or disable the phone's auto-erase function, if enabled; (2) allow 

4 the FBI to test passcodes on the device electronically (rather than through manual 

5 typing); and (3) circumvent the passcode rate-limiter on the device, which delays 

6 successive failed passcode attempts. Application at 7-8, Jn the Matter of the 

7 Search of an Apple iPhone Seized During the Execution of a Search Warrant on a 

8 Black Lexus JS300, California License Plate 35KGD203, No. 15-0415M (C.D. 

9 Cal. Feb. 16, 2016) (hereinafter "Application"). This Court granted the 

10 government's request the same day, subject to Apple's opportunity to object. Order 

11 at 3, Jn re the Search of an Apple iPhone Seized During the Execution of a Search 

12 Warrant on a Black Lexus JS300, California License Plate 35KGD203, ED No. 15-

13 0415M (C.D. Cal. Feb. 16, 2016) (hereinafter "Order"). 

14 Apple manufactured the iPhone at issue, but it does not possess or control 
15 the device or the personal data stored on it. See 
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1 federal courts to impose duties upon third parties [under the All Writs Act] is not 

2 without limits."). In New York Telephone, the government sought to compel a 

3 

4 

5 

6 

private telephone company to facilitate the installation of a "pen register" to obtain 

calling records passing through the company's facilities. Id. at 164, 175-78. The 

Court approved the requested order, but only after considering four factors. 

First, the Court looked to the connection between the investigation and the 
7 telephone company, concluding that the company was "not so far removed from 
8 the underlying controversy." Id. at 174. Second, the Court analyzed the company's 
9 burden of compliance, concluding that was 
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1 circumstances in which the third party either possesses or controls the infonnation 

2 to which the warrant grants access. 

3 This rule is plain 
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1 sculptor to mold a figurine. In this case, the warrant authorized the government to 

2 seize and search a private mobile device. That the information on the device may 

3 be undecipherable does not entitle the government to rely on the warrant as a basis 

4 to compel a third party to transform that information.3 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

B. The 
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1 courts have repeatedly underscored the minimal effort required to comply with the 

2 requests they have granted. 4 

3 The burden imposed here, by contrast, would be unprecedented-not just in 
4 its effect on Apple, but in its consequences for Apple's millions of customers. 
5 

6 

7 

8 

9 

It would require Apple to develop, build, and test a technical capability that, 

for security and privacy reasons, it does not want to build. This goes far beyond the 

"meager" burden permitted by New York Telephone, which emphasized that the 

assistance ordered was not "in any way burdensome," and that pen registers were 

by no means "offensive" to the company, given that it "regularly employ[ ed]" 
10 

11 
them in the course of its ordinary business. Id. at 172, 174-75. Apple does not 

possess, let alone "regularly employ," the software the government seeks. And 
12 

13 
even the government, in a related case involving Apple, appears to have 

recognized that compelling the creation of new software and new technical 
14 

15 

16 

17 

18 

19 

capabilities is a novel use of the Act. In that case, the government sought to compel 

4 See, e.g., Bell Telephone, 610 F .2d at 1152, 1153, 1155 ("Tracing calls on 
[electronic switching system (ESS) equipment] is relatively simple" and "the 
central offices that served the telephones receiving the traced calls used ESS 
equipment," therefore "these traces would cause a minimal disruption of normal 
operations."); Mountain Bell, 616 F.2d at 1132 ("The Order was extremely narrow 
in scope, restricting the operation to ESS facilities, excluding the use of manual 

20 tracing, prohibiting any tracing technique which required active monitoring by 
company personnel, and requiring that operations be conducted 'with a minimum 
of interference to the telephone service."' (emphasis added)); Hall, 583 F. Supp. at 
721 (noting bank was already "in the business ... of issuing credit" and "routinely, 
indeed monthly, 
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1 Apple to use a technical capability it already possessed (which could be used to 

2 extract data from older, less-secure iPhones ), and expressly distinguished the order 

3 it sought on that basis. See Government's Reply at 25, In re Order Requiring 

4 Apple, No. 1:15-mc-01902-JO (E.D.N.Y. Oct. 22, 2015) (stating that "the order in 

5 this case would not require Apple to make any changes to its software or hardware, 

6 and it would not require Apple to introduce any new ability to access data on its 

7 phones. It would simply require Apple to use its existing capability to bypass the 

8 passcode"). 

9 Moreover, the burden imposed by the government's request extends far 
1 O beyond Apple itself. If granted, the request would establish a precedent that would 
11 undermine the security of hundreds of millions of iPhones and other devices, relied 
12 upon by countless individuals to protect sensitive and private information. If the 
13 government's interpretation of the law holds, not only could it force Apple to 
14 create the cryptographically signed software it seeks here, but it could force Apple 
15 to deliver similar signed software using Apple's automatic-update infrastructure. 
16 See also Mot. to Vacate at 26 (noting prospect of "forcing a software company to 
17 

18 
insert malicious code in its autoupdate process"). This would be devastating for 

cybersecurity, because it would cause individuals to legitimately fear and distrust 
19 the software update mechanisms built into their products. See Christopher 
20 

21 

22 

23 

Soghoian, The Technology at the Heart of the Apple-FBI Debate, Explained, 

Wash. Post, Feb. 29, 2016, http://wapo.st/1 T6hk3F. 

Simply put, what the government seeks here is an authority that would 

undermine American and global trust in software security updates, with 
24 

25 

26 

27 

28 

catastrophic consequences for digital security and privacy. 

These burdens are particularly acute given the ever-growing threat of 

cyberattack. President Obama has identified cyber threats as "one of the most 

serious economic national security challenges that we face as a nation." President 

10 



Case 5:16-cm-00010-SP   Document 57   Filed 03/03/16   Page 17 of 29   Page ID #:783

1 Barack Obama, Remarks by the President at the Cybersecurity and Consumer 

2 Protection Summit (Feb. 13, 2015), http://l.usa.gov/21wkz9y. And Americans now 

3 worry more about hacking crimes than any other.5 That fear is justified: Three in 

4 five Californians (more than 49 million individuals) were affected by a security 

5 breach in just the past four years.6 The public now understandably decides which 

6 technology to use based on its security. 7 As President Obama has recognized, 

7 "attacks are getting more and more sophisticated every day. So we've got to be just 

8 as fast and flexible and nimble in constantly evolving our defenses." Id. Apple's 

9 . ability to deliver trusted, prompt updates to its consumers plays a vital role in 

10 protecting hundreds of millions of people from sophisticated cyberattacks. 

11 

12 

13 

14 

15 

In the face of the growing threat posed by cyberattacks and corresponding 

consumer concern over privacy, requiring Apple to build a deliberately weakened 

version of its mobile operating system would be particularly onerous. Apple has 

invested significant resources into making its devices as secure as possible. As a 

result, information security is now one of the primary features that Apple's 
16 products deliver. No court has ever issued an All Writs Act order requiring a 

company to subvert the core of its product. As the Ninth Circuit held in a related 17 

18 

19 

20 

21 

5 Rebecca Rifkin, Hacking Tops List of Crimes Americans Worry About Most, 
Gallup (Oct. 27, 2104), http://www.gallup.com/poll/178856/hacking-tops-list-

. . 
cnmes-aw3C_5 Tcm (21 )Tjf 
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1 

2 

3 

4 

5 

context in The Company v. United States, 349 F.3d 1132 (9th Cir. 2003), 
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1 

2 

3 

c. The government has failed to demonstrate that the assistance it 
seeks is absolutely necessary. 

The government has not demonstrated that the order it seeks is "necessary" 

4 
within the meaning of the All Writs Act. In New York Telephone, the Supreme 

5 
Court authorized the third-party assistance sought in part because there was "no 

6 
conceivable way" to effectuate the underlying surveillance order without such 

7 
assistance. 434 U.S. at 175. Subsequent courts have interpreted New York 

8 
Telephone to require absolute necessity before compelling third-party assistance 

9 
under the Act. See, e.g., Mountain Bell, 616 F.2d at 1129 ("[T]he refusal by [the 

10 
company] to cooperate would have completely frustrated any attempt to 

accomplish the tracing operation."); United States v. Hall, 583 F. Supp. 717, 721 

12 
(E.D. Va. 1984) ("[T]he Supreme Court has said that the assistance of the third 

11 

party must be absolutely necessary."). 
13 

14 The government has failed to make that showing here. In particular, the 

15 government has not shown it has exhausted other means of accessing the data on 

16 the iPhone at issue. See In re Order Requiring Apple, slip op. at 45-48. 

17 

18 

D. Congress has deliberately withheld the authority sought here. 

Congress has deliberately withheld the authority the government seeks here, 

19 and it would therefore be inappropriate to supply it through the Act. The Act is not 
20 a substitute for authority that Congress has chosen not to confer. In New York 
21 Telephone, for example, the Supreme Court relied heavily on the fact that 
22 Congress had plainly intended to authorize the government to install precisely the 
23 kind of tracking device the government sought to install. See 434 U.S. at 176 
24 ("Congress clearly intended to permit the use of pen registers by federal law 
25 enforcement .... "); see also In re Application of the US. for an Order Authorizing 
26 Disclosure of Location Information of a Specified Wireless Tel., 849 F. Supp. 2d 
27 526, 579 (D. Md. 2011) ("[T]he Supreme Court acknowledged and deferred to 

28 

13 
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1 basis of the security risks related to backdoors, the Obama administration 

2 repmiedly shelved its effort to seek legislation mandating their creation.10 

3 Congress has thus far refused, in other words, to give law enforcement what 
4 it has asked for here: the ability to compel companies to actively bypass the 
5 

6 

7 

8 

security built into their products. 

In a closely related context, Congress has even more explicitly withheld 

similar authority. The Communications Assistance for Law Enforcement Act 

("CALEA"), passed in 1994, requires "telecommunications carriers" to ensure 
9 

their equipment, facilities, and services are capable of intercepting individuals' 
10 

11 
communications in real time. But when Congress enacted CALEA, it expressly 

exempted "information services" of the kind that Apple provides. See 47 U.S.C. 
12 

13 
§§ 1002(b)(2), 1001(6)(B)(iii). In other words, CALEA exempts companies like 

Apple from the requirement that they build interception features into their 
14 

15 
communications services and products. See In re Order Requiring Apple, slip op. 

at 20 

a t  
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1 

2 

3 

4 

5 

have met stiff resistance from Congress, technology experts, and a number of 

former national security officials.12 

In short, Congress has had ample opportunity, in multiple contexts, to 

compel companies such as Apple to build surveillance mechanisms into their 

products to facilitate government access, but Congress has declined to do so. 

6 Because Congress has deliberately withheld the authority the government asks for 

7 here, the All Writs Act may not be used to confer it. 

8 

9 

10 

11 

II. The order the government seeks violates the Fifth Amendment. 

The compelled assistance the government seeks from Apple is unlawful for 

the separate and independent reason that it violates the Fifth Amendment. At the 

12 
very least, interpreting the All Writs Act in the way the government proposes 

13 
raises serious constitutional questions that this Court has a duty to avoid. See Clark 

14 
v. Martinez, 543 U.S. 371, 380-81 (2005). 

15 There is a constitutional limit to the assistance that law enforcement may 

16 compel of third parties. 
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1 Supreme Court has "emphasized time and again that '[t]he touchstone of due 

2 process is protection of the individual against arbitrary action of government."' 

3 

4 

5 

(alteration in original) (quoting Wolff v. McDonnell, 418 U.S. 539, 558 (1974))). 

This principle is evident in the Supreme Court's Fifth Amendment cases, 

which recognize that the government may not exercise authority inconsistent with 

6 "the concept of ordered liberty." United States v. Salerno, 481 U.S. 739, 746 
7 

8 
(1987) (quoting Palko v. Connecticut, 302 U.S. 319, 325-26 (1937)). And it flows, 

in significant part, from the incompatibility of excessive law-enforcement authority 

9 with free democracy. "[T]he resistance of the colonies 
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1 far a court may go in requiring a person or company to violate the most deeply-

2 rooted values"). The government seeks to compel an innocent third party into 

3 becoming an agent of the state, to conscript a private entity into a criminal 

4 investigation, and to require it to develop information for the government that is 

5 neither in its possession nor control. This is a tactic foreign to free democracies. 

6 And it presents an unparalleled danger of eroding the public trust-both of 

7 

8 

9 

government and between citizens-necessary to ordered liberty.13 

The Supreme Court has not explicitly addressed the constitutional 

constraints on the government's ability to compel an innocent third party to 
1 O participate in a criminal investigation. But it has crafted a judicial limit on the All 
11 Writs Act that is best explained as recognition that the conscription of third parties 
12 by the police raises troubling constitutional questions. In New York Telephone, it 
13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

said that courts may not rely on the Act to impose "unreasonable burdens." NY. 

Tel. Co., 434 U.S. at 172. That phrase does not appear anywhere in the Act, 

however, and appears to reflect, instead, the intuitive notion that law enforcement's 

authority to enlist third parties in official investigations abuts more fundamental 

constitutional c Tc 1.4f-8866 0 0 13 84.1 414.24 0  2.06 0 Td (Thion )Tj 0.01U161.94 43stead, Tc 1.606 ri.49 Tm (thatlW69 0 Td (the33(in )Tj 0.041 Tc 232  Tc0 Td (the tuitive3.878 Tc 1.9Tc 3.799 0 13(notion )Tj 0.03.02 3.799 0 133(notio832Tj 0.03.00 Td (appea10.29 4373 )Tj 0.0betwee1 0 Td (la10 Td (a8 )Tj 0.0permissi Tf 0.05 Tc 6)Tj 0.2270498 Tc 3.471 0 Td 71 -1.814gations )0.0ermissi Tf 0.05 Tc 58d (c T5 )T7)Tj 0.321 480.49 Tm (of )Tj 0.03icial )0 0160254 Tc 3.373 0 Tdthird )T0s c78 T6s 
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1 In the history, traditions, and norms of compelled investigative assistance, 

2 such a demand is plainly unprecedented. See Lewis, 523 U.S. at 857 (Kennedy, J., 

3 concurring) (explaining that the substantive due process inquiry "ask[s] whether or 

4 not the objective character of certain conduct is consistent with our traditions, 

5 

6 

7 

8 

9 

10 

11 

12 

13 

precedents, and historical understanding of the Constitution and its meaning"). 

And for good reason. On the government's apparent understanding of its authority 

under the Act, for example, it is not clear what would prevent law enforcement 

from obtaining an order compelling: an individual to spy on her neighbor; an 

employee of the ACLU to retrieve information on another employee's personal 

device; a cybersecurity firm to remotely hack into a customer's network to obtain 

evidence; or even the friend of a Black Lives Matter organizer to seek out 

information and report on that person's plans for a peaceful protest. 

The government's theory threatens a radical transformation of the 
14 relationship between the government and the governed. But the Court need not 
15 address the profound constitutional questions provoked by that threat. It is enough 
16 that the government's theory raises them to trigger the Court's obligation to 
17 

18 

19 

interpret the Act to avoid them. 

CONCLUSION 

20 

21 

For these reasons, the Court should deny the government's request. 

22 March 2, 2016 

23 

24 

25 

26 

27 

28 

20 

Respectfully Submitted, 

�B�~�~�\�=�S�~� 
Peter Bibring 
ACLU OF SOUTHERN 
CALIFORNIA 

pbibring@aclusocal.org 
1313 West Eighth Street 
Los Angeles, CA 9001 7 
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